SUPPLIERGATEWAY®

SupplierGATEWAY SSO (SP-Initiated)
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Figure 1: SAML Transaction Steps
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The solution outline /procedures in brief are as follows:
Protocol — SAML 2.0
CASE: EMPLOYEE LOGIN

SupplierGATEWAY will require the following SSO assertion response from your IdP
provider:

e UniquelD = (User Account Unique Identifier - example: employee number)

e Email = email account associated with this user

o UserType = EMPLOYEE

e GivenName = First Name

e SurName = Last Name
Note: After successful authentication against IdP provider, an account will be created in
SupplierGATEWAY and mapped to the UniquelD provided from Assertion response and
granting user to SupplierGATEWAY.

Service Provider - EntitylD

The Service provider entityid is your base portal url in suppliergateway. If your portal in
SupplierGATEWAY is “https://myexample.suppliergateway.com” then service provider
entityid will be “https://myexample.suppliergateway.com”.

e QA = https://[YourSGPORTAL].suppliergateway-qa.com

® Prod = https://[YourSGPORTAL].suppliergateway.com

Note: [YourSGPortal] = this is a custom portal created for you.

Service Provider Consumer Assertion URLS

e QA=
https://[PORTAL].suppliergateway-ga.com/SSO/AssertionConsumerService.aspx

e Prod=
https://[PORTAL].suppliergateway.com/SSO/AssertionConsumerService.aspx
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https://myexample.suppliergateway.com

SSO Management
Note: Setup and retrieval of metadata is from the Manage SSO Settings interface in the
Administrative Settings page (see below).

582 Admin Site Manager

Single Sign On Information

Lat's get your Single Sign On set up
Download Metadata
Enforce $G Account Required for Legin

Enforce SG Account Status
Please select a provider type
Please select ~
Please enter your Sign On URL - this is the ur! to your SSO Login endpoint e.q., hitps:#sso.connect pingidentity. com/sso.

Please enter your Sign Off URL

Please paste your ldentity Provider Certificate here in X508 format - it will be a large encrypted siring of numbers and letters.

Once you save your data, you will be able to download the SupplierGATEWAY SSO Metadata.

Figure 2: Manage SSO Settings Console

SupplierGATEWAY QA - Sample Metadata

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entitylD="myexample.suppliergateway-qa.com" ID="pfxbcd1ce82-e411-c98c-7542-e2a673b782fb">
<ds:Signature xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsigtrsa-shal"/>
<ds:Reference URI="#pfxbcd1ce82-e411-c98c-7542-e2a673b782fb">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsigttenveloped-signature"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsigttshal"/>

<ds:DigestValue>DNOu7hzOmDYIs4KHmyzYpWyOKUU=</ds:DigestValue>
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</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>gNvgN/WpzWTDtdVHWVxFT6X5sr4zmkDO0ekip3k6C4IbEGmpHoPCsw4X0gloyQb7ryNI
90rAO0Rz50fsWEYACiPpF89C6mtXx6tHWY6aH5tbtMCNjciHel4mf4/PESCMJ+ZaPkeknWL43jnP1LHfDBacbIW
TVHkUuU5Y85ZwixJ/5PbmqpLCTtIKVIDskP8s930IDplIblgnEOVOQKRHVSc5dm4sBhY+EDSSIvmun/mQXDW77
7BAyMCgDG1170mODBIjnZ2S+/3e60YPvOxXdyhEOQZ20tWJolq8AVIQIGI1neT/elpoTq1DrUUfA2XzhIWIEYVCB
RoWGcrOBo4+Vz88A0A=</ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data>

<ds:X509Certificate>MIIEKTCCAxCgAwIBAgIBADANBgkghkiG9wWOBAQOFADCBIrTELMAKGA1UEBhMCdXMxC
zAJBgNVBAgMAKNBMRwwGgYDVQQKDBNTAXBwbGIIckdBVEVXQVkgTEXDMR8wWHQYDVQQDDBZxYS5zdXB
wbGllcemdhdGV3YXkuY29tMRIWEAYDVQQHDAITYW50YSBBbmEXEjAQBgNVBAsMCUNvcnBvemFOZTEqMCg
GCSqGSIb3DQEJARYbc3VwcG9ydEBzdXBwbGlicmdhdGV3YXkuY29tMBAXDTE2MTAXMzIxMzYyM1oXDTES
MTAXxMzIxMzYyM1lowgaOxCzAJBgNVBAYTANVzMQswCQYDVQQIDAJDQTEcMBOoGA1UECgWTU3VwcGxpZX)
HQVRFVOFZIExXMQzEfMBOGA1UEAWWWCWEUCc3VwWcGxpZXInYXRId2F5LMNVbTESMBAGA1UEBwwIU2FudG
EgQW5hMRIWEAYDVQQLDAIDb3Jwb3JhdGUxKjAoBgkqhkiGOwWOBCQEWG3N1cHBvcnRAC3VwcGxpZXInYXRI
d2F5LmNvbTCCASMwDQYJKoZIhveNAQEBBQADggEQADCCAQsCggECANU8drM9fulKgH2c3FZZ7NEQFybMc
YHPwycPIYNIgQkBAZS9dFpm7IIEpBQs+qct+eKNSn5DHIBIWt7DCf5ImFVzC/NXQSPGET9bzwobvCA5vIO5ax
gOPHg4yITQjUhXLZoqizzbIxXSyS13G1S7Dvp0JYeDONSwInmb/jRCs38Yiwzall9+)7MchhXhqg37kIB6dixY/nS9
ZU+g857hw/IzzcCxOP5VDVgoRCeNeYBfG7YAOrl/mahAUQkZVVTZbzSHxelmgijXAOJm6uGc56XLK66XjCzjlU9j
ocdsSmpNgoX5xIQ7fRyjjOMPT5W+8SkmJ6g8Ae+rPNeX3Zyr749AgMBAAGjUDBOMBOGA1UdDgQWBBSdgh
TI629DGwpyUKKj6u+47EETyDAfBgNVHSMEGDAWgBSdghTI629DGWpYUKKj6u+47EETYDAMBENVHRMEBTA
DAQH/MAO0GCSqGSIb3DQEBDQUAA4IBAgCXW3H3NFOMHci9ddzIkl+zcjr3L/PY4ABMyM20t730G6wWA4MK1/
cDBowO2ueeVD2eYkeS5cxylincjbdv/SiAcgaSBiVsF6TIC3gty/e9DSKunw05l0GMdnIDIk7sgzYUouZduOjXHtyf
BLSNnT5+3BalL2cb9HpuN3yDtMG20InPOyOde33nV4ICIAWIcKOULTbziQMOAY9c9s43wIim+8B21SNVN9O02YCF
0aDRoBATgF275cDOC901XIkMiZsl/TjYU1F/zlzK/7yNXzoTEkxPFxIjVZQZxWsXwUAZVNOuQmnfGZDaCumpB
OwM69+xp0aySI+FMbuFOHxeAblHIsf2sN/g==</ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeylInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIEKTCCAxCgAwIBAgIBADANBgkghkiG9wWOBAQOFADCBIrTELMAKGA1UEBhMCdXMxC
zAJBgNVBAgMAKNBMRwwGgYDVQQKDBNTAXBwbGIIckdBVEVXQVkgTEXDMR8wHQYDVQQDDBZxYS5zdXB
wbGllcemdhdGV3YXkuY29tMRIWEAYDVQQHDAITYW50YSBBbmEXEjAQBgNVBAsMCUNvcnBvemFOZTEqMCg
GCSqGSIb3DQEJARYbc3VwcG9ydEBzdXBwbGllcmdhdGV3YXkuY29tMB4AXDTE2MTAXxMzIxMzYyM1oXDTES
MTAxMzIxMzYyM1lowgaOxCzAJBgNVBAYTAnVzMQswCQYDVQQIDAJDQTEcCMBoGA1UECgwTU3VwcGxpZXJI
d2F5LmNvbTCCASMwDQYJKoZlhveNAQEBBQADEQADCCAQsCggECANU8drM9fulKgH2c3FZZ7NEQFybMcYH
PwycPIYNIgQkBAZS9dFpm7IIEpBQs+qct+eKNSn5DHIBIWt7DCf5ImFVzC/NXQSPGET9bzwobvCA5vI0O5axq0
PHg4yITQjUhXLZoqizzbIxXSyS13G1S7Dvp0JYeDONSwInmb/jRCs38Yiwzall9+J7MchhXhq37kIB6dixY/nS9ZU
+g857hw/IzzcCxOP5VDVgoRCeNeYBfG7YAOrl/mahAUQkZVVTZbzSHxelmgijXAOJm6uGc56XLK66XjCzjlU9joc
dsSmpNgoX5xIQ7fRyjjIMPT5W+8SkmJ6g8Ae+rPNeX3lhZyr749AgMBAAGjUDBOMBOGA1UdDgQWBBSdgb
TI629DGwpyUKKj6u+47EETyDAfBgNVHSMEGDAWgBSdghTI629DGWpYUKKj6u+47EETYyDAMBENVHRMEBTA
DAQH/MAO0GCSgGSIb3DQEBDQUAA4IBAgCXW3H3NFOMHci9ddzIkl+zcjr3L/PY4ABMyM20t730G6wWA4MK1/
cDBowO2ueeVD2eYkeS5cxylincjbdv/SiAcgaSBiVsF6TIC3gty/e9DSKunw05l0GMdnIDIk7sgzYUouZduOjXHtyf
BLSNnT5+3BalL2cb9HpuN3yDtMG20InPOyOde33nV4ICIAWIcKOULTbziQMOAY9c9s43wIim+8B21SNVN9O02YCF
0aDRoBATgF275cDOC901XIkMiZsl/TjYU1F/zlzK/7yNXzoTEkxPFxIjVZQZxWsXwUAZVNOuQmnfGZDaCumpB
OwM69+xp0aySl+FMbuFOHxeAblHIsf2sN/g==</ds:X509Certificate>
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</ds:X509Data>
</ds:KeylInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIEKTCCAxCgAwIBAgIBADANBgkghkiG9wOBAQOFADCBIrTELMAKGA1UEBhMCdXMxC
zAJBgNVBAgMAKNBMRwwGgYDVQQKDBNTAXBwbGIIckdBVEVXQVkgTEXDMR8wWHQYDVQQDDBZxYS5zdXB
wbGllcemdhdGV3YXkuY29tMRIWEAYDVQQHDAITYW50YSBBbmEXEjAQBgNVBAsMCUNvcnBvemFOZTEqMCg
GCSqGSIb3DQEJARYbc3VwcG9ydEBzdXBwbGllcmdhdGV3YXkuY29tMBAXDTE2MTAXxMzIxMzYyM1oXDTES
MTAxMzIxMzYyM1lowgaOxCzAJBgNVBAYTANVzMQswCQYDVQQIDAJDQTEcMBOoGA1UECgWTU3VwcGxpZX)
HQVRFVOFZIExXMQzEfMBOGA1UEAWWWCWEUCc3VwcGxpZXInYXRId2F5LMNVbTESMBAGA1UEBwwIU2FudG
EgQW5hMRIWEAYDVQQLDAIDb3Jwb3JhdGUxKjAoBgkqhkiGOwWOBCQEWG3N1cHBvcnRAC3VwcGxpZXInYXR
T9bzwobvCA5vJO5axqOPHg4yITQjUhXLZoqizzbIxXSyS13G1S7Dvp0JYeDONSwInmb/jRCs38Yiwzall9+J7Mc
hhXhqg37kIB6dixY/nS9ZU+g857hw/IzzcCxOP5VDVgoRCeNeYBfG7YAOrl/mahAUQkZVVTZbzSHImgijXAOJm6u
Gc56XLK66XjCzjlU9jocdsSmpNqoX5xIQ7fRyjjOMPT5W+8SkmJl6g8Ae+rPNeX3lhZyr749AgMBAAGjUDBOMB
0GA1UdDgQWBBSdgbTI629DGwpyUKKj6u+47EETYyDAfBgNVHSMEGDAWgBSdghTI629DGwWpYUKKj6u+47EE
TyDAMBgNVHRMEBTADAQH/MAOGCSGGSIb3DQEBDQUAA4IBAGCXW3H3NFOMHci9ddzlkl+zcjr3L/PY4ABMy
M20t730G6wWA4MK1/cDBowO2ueeVD2eYkeS5cxylincjbdv/SiAcgaSBiVsF6TIC3gty/e9DSKunw05loGMdnIDIk
7sgzYUouZduOjXHtyfBLSnT5+3BalL2cbh9HpuN3yDtMG20InPOyOde33nV4ICIAWIcKOULTbziQMOAY9c9s43wl
m+8B21SNVN902YCFOaDRoBATgF2Z5cDOCI01XIkMiZsl/TjYU1F/zlzK/7yNXzoTEKxPFxIjVZQZxWsXwUAZVN
0uQmnfGZDaCumpBOwWM69+xp0aySl+FMbuFOHxeAblHIsf2sN/g==</ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</md:KeyDescriptor>

<md:NamelDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:transient</md:NamelDFormat>
<md:AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://myexample.suppliergateway-qa.com/SSO/AssertionConsumerService.aspx" index="1"/>
<md:AttributeConsumingService index="0" isDefault="false">
<md:RequestedAttribute isRequired="true" FriendlyName="GivenName" />
<md:RequestedAttribute isRequired="true" FriendlyName="SurName" />
<md:RequestedAttribute isRequired="true" FriendlyName="Email" />
<md:RequestedAttribute isRequired="true" FriendlyName="UniquelD" />
</md:AttributeConsumingService>
</md:SPSSODescriptor>
<md:Organization>
<md:OrganizationName xml:lang="en-US">ACME Global Industries,
LLC</md:OrganizationName>
<md:OrganizationDisplayName
xml:lang="en-US">ACMEGLOBAL</md:OrganizationDisplayName>
<md:OrganizationURL
xml:lang="en-US">http://www.acmeglobal.com</md:OrganizationURL>
</md:Organization>
<md:ContactPerson contactType="technical">
<md:GivenName>Raymond Wong</md:GivenName>
<md:EmailAddress>raymond.wong@acmeglobal.com</md:EmailAddress>
</md:ContactPerson>
</md:EntityDescriptor>
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